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Risk or hazard management option
Versions of SafetyLinkbefore version 11 only had "hazard management’. That is,a single risk rating

was used to cover the combined risks that may have resulted from the hazard. Controls for hazards
also coveredthe combined risk eventsthat may have occurred for the hazard.

Version 11introduced” T GgF da" | " odiffartfior hazardam&nGggment in allowing multiple
risk-events for a hazard, and each risk is managed separately. Eachhas its own risk-rating and
controls, although controls may be shared by multiple risks.

Hazard management and risk management may not be used in the same system a choice must be
made. The defaultis~ C" ' "1 | @ ".THe §ystéhatmAnistrator may choose to convert to risk
management. The conversion process helps create individual risks from hazards These risks need then
to be manually reviewed, including selecting a risk event type and setting a raw risk rating.

When to use risk management ?
Risk managementmore accurately reflects reality. Whenrisk-events that could result in harm or loss

from a single hazard are dealt with separately, controls needed to prevent the event from occurring
are easier to determine. Also, the consequencesif the risk-event were to occur may be evaluated more
accurately. Different risks from the same hazardmay have very different consequences so are
managed separately.

When to continue using hazard management ?
Hazard management is used wren consequences of risks are not particularly significant or when there

are insufficient resources to set up and maintain the more precise risk management system.

New Zealand legislation only requires risk management when the consequences of risks are ginificant
or the type of organisation is considered to be high risk . However, more businessesare choosing to
use risk management because it is consistent with good business managementpractice and is capable
of reducing risks and improving business outcomes.

Steps involved to convert from hazard management to risk management
1. Understanding the difference between the two management systems

2. Running a conversion option to prepare current hazards for use with risk management
3. Reviewing eachrisk and:
1 selecting the risk-event type

 Setting" "~ V"%~ 217 1GqgFT 1" AGl o6 _3GACzoK "1i 1zl KT zWd
f Reviewing K C+ TcdBtgpiE {capied over during the conversion)
T ReviewingACz* ~ 1 +d G| o(Copied framgzard)y " A Gl 6

These are discussed in the following sections.
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Understanding r isk management

What is a risk?
Every isk has three components:

1 Anevent - that mayoccur_ the risk-event
1 Harm or loss - that mayresult from the risk-event
1 The hazard- that may cause the riskevent

May is another word for chance Thecombination of (a) the chance of harm or loss resulting from an
event, and (b) the chance the risk-event occurs from the hazard is the likelihood of the risk. As the risk
isof'Wz dd z7 C"1 d"~ t#@skisthe&degrde of Aufféridg frani that loss or harm, the
severity, or consequences of the loss. The combination of the likelihood and the severity gives arisk
rating which places the risk on a scale of importance to the person or organisation who may suffer the
loss.

This is often shown in the form of a risk matrix of likelihood and severity. The risk is placed into the
matrix based on the combination of likelihood and severity. Cells in the matrix are colour coded in risk
priority group levels, eachpriority level indicating the type of action required and who is responsible
for taking the action.

Arisk-event (may happen) )

The most important part of managing risks is identifying the ~ 7 -@wgr that may occur, that may
result in the loss or harm. Once this event happens the situation is instantly out-of-control. Whether
loss or harm resultsor not, or what type of harm or loss occurs is pure chance As anyone who
attempts to win lotto comes to know, “chancé€ cannot be managed. So managing riskis ensuring the
event that may result in harm or loss does not happen. /f the risk-event does NOT occur, there is ZERO
chance of harm or loss resulting. This is the essence of risk management.

The failure to identify risk-events has been the major reason why New Zealand health and safety
performance has been so dismal in the past compared to many other countries. In Europe risk
management is standard practice. It is what the insurance industry does, is standard for business
financial risk management and is usually used for quality risk management. Health and safety risk
management is exactly the same as any otherform of risk management.

At first, the identification of the risk-event that may result in harm or loss may require some thought.

But we use them all the time, examples of risk+ O+ | A d GAT + AY GAgWi " WW~ " "~ i " WW i1 z
Often though, it may be hard giving the event a name but this is essential as it is the very thing we

want to prevent from happening.

Asking the following question helps identify the name of the risk -event:
What is the event - that may happen - that could result in any harm or loss?

Focusing onrisk-events is the critical step in risk management. Hazards cannot be controlled, only
eliminated. Preventing a risk-event from occurringis what™ | z | A1 zeWgphéd td'dd.+ |

Loss and harm —may result from arisk -event
If we fail to prevent a risk-event from occurring the result may be loss or harm. Whether loss or harm

is the result is beyond our control . All we may do after-the-event is try to mitigate the suffering from
the loss or harm. Mitigation is not managing risk it is an attempt to reduce suffering, after the chance
has become a certainty.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Risk categories —who suffers loss or harm
If there is harm or loss, someone or something must suffer it. This isthe main stake-holder for the risk.

There may be other stake-holders, but risks arecategorised by the main type of stakeholder.

Risk category Stake-holder Harm/loss

Health & safety risks Person Harm Injuryl/illness

Production / quality risks Business Loss $ / customer

Financial risks Business Loss Reputation /
company / $

Public safety risks Person Harm / Injury / illness

loss /'$
Environmental risks Public / Harm / $ / reputation
government / loss

environment
Example of nisk categories who suffers and the type of suffering due to loss

For exampleif | was to slip, fall and break a leg, | would suffer loss in the form of harm to my leg, so
the risk category is health and safety. If | buy a lotto ticket and lose, | have suffered a loss of the ticket
price and the risk category is financial. Other types of risk categories could be production risks (the
company suffers), quality risks (the product suffers) environmental risks (the environment and the
company reputation suffers) and public liability (t he company suffers).

Severity —the level of suffering
Therisk category determines who or what suffers from the loss. Thedegree of suffering is called the

severity, or consequence.Each risk category has its owntypes of loss or harm that may result from
risk-events and eachtype of loss has a severity to the stake-holder.

In the example above, if | suffer a broken leg (in the health and safety scale of lossfrom abrasions to
death), the severity might be somewhere in the middle. However the loss of the price of the lotto
ticket (on the personal financial scal€) is minor. So the type of harm or loss translates to a severity
level to the main stake-holder for the category of risk we are dealing with.

nN"i+Ki yGI ¥ ad"i bzx |zl i Géethddetp allkate severity tomlrisk: zi ¢d+0O0x7 " W
1 Use the severity level of the most likely type of loss resulting from an event. (This is the
| i "oWK GI nN"izKi yGl ¥ . @Cz BergwpeWddnualyi Ai Ax zi W

selected, so it does not need to reselected for each risk)

1 Use the average of all possible loss typesfor a risk-event type. (This is thesecond default if
the most likely loss type has not been selected or if the risk-rating-method specifies this
method should be used)

1 Use the level of the lowest type of loss (may be set in the risk-rating-method)

Use the level of the highest type of loss (may be set in the risk-rating-method)

1 Use a manuallyselected level for each risk (Override severity set in each risk) This last option
is the one used when converting hazards to risks. It is preferable to reset this to use the
default, once risk-event type loss types have been set up).

==

The hazard —may cause arisk -event to occur
The last component of a risk isthe hazard. A hazardis either a thing or a situation (a combination of

things coming together ) that /may cause one-or-many types of risk-event to occur. It is easy to
determine a hazard from this statement.

There is a risk of HARM/LOSSwhen EVENT occursfom HAZARD- (from implies thing/hazard)

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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OR
There is a risk of HARM/LOSSvhen EVENT occuravhen HAZARD- (whenimplies situation)

In reality it is rare for an event to spontaneously occur so most hazards arecaused by situations (e.g.
when A meets B) but sometimes associating a hazardjust with a thing is easier.

Using this general“risk d, £ " A + thakés K @asier to determine the components:

There is arisk of HARM/LOSSwhen EVENToccurs (from/when) HAZARD

Risk rating —estimate of the significance of arisk
Therisk rating is used to rank risks from highest to lowest, so we can prioritise resources to deal with

them. It combines the level of suffering from loss to a stakeholder (from a risk-event), how likely it is
that the risk-event will occur and, if it does, how it will result in the suffering.

The commonly accepted way of estimating the risk rating is:
Risk rating = likelihood x severity

A risk rating is not an exact measure;it is an estimate based on the best available data.

Likelihood - of risk -event and loss
Likelihood represents the combined level of chance of the hazard causing the risk-event and the risk-

event resulting in loss. Note: likelihood has nothing to do with the severity of the loss, it is only
concerned with how likely it is that loss will result from the event caused by a particular hazard.

For example: the risk loss resulting from the risk-+ @+ 1 A ~ i " WW i7zd C+GO6CK"~
W' || £7° 1T xe0Gi +xq Kxz KCGlod _": KCx C" ' "V | Kz

these has its ownprobability. Bx | "o d+ 3+ | 2zl ~ A T z» fod) and b¥weselkct AT zb" b G

an estimate of the total combined likelihood level from a list of likelihood levels set upin the risk-
rating-system. Usually this will be a number, say 1 to 5representing almost no likelihood to almost
certain.

Exposureto hazard - part of overall likelihood
If a person is exposed to a hazard10 times in a day, the likelihood of them being harmed will be 10

times as much as if they wereexposed to the same hazardonly once. So anotherfactor to consider
when determining the level of likelihood is the frequency of exposure to the hazard.

Some organisations separate the exposurelevel from the likelihood level andletN " i + A1 wpr® buf ’
the total likelihood by adding all the exposures together; i.e. total likelihood = likelihood -level x
exposure-level. If a separate level of exposureto the hazard is not used, this should be taken into
consideration when selecting a likelihood. Exposure to a hazard is very importantas it multiplies rates
of risk. This choice is up to the organisation (setup inthe N " i + A rigk@atify’ system).

Risk priority - level of action required and responsibility
From the risk rating, a priority level is calculated which indicates how therisk is to be handled. The risk

priority level can be determined either by placing the risk into priority groups using the risk rating o r
directly from a risk matrix (so long asit is set up correctly) based on the likelihood and exposure, and
reading off the appropriate cell a colour representing a risk priority level. (The risk matrix may be set
upinthel GgF T " AGI 6)GI nN"i+£Ki yGl ¥

The example below shows a risk after an initial assessment with a likelihood of level 3 and severity of
level 3. After controls are applied these will change.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Severity

Ozezurs fraquent

5

Has oocurred

4

Could cocur

3

Likelihood

Uniikaly

2

1
A risk (red) of severity level 3 and likelihood level 3 placed in a risk matrix so the riskpriority group
can easily be identified by its colour- green (lowest) and olive (highest). In this instance the size of the
red circle represents the relative exposure of people to the risk.

Managing risk
The objective of risk management is to eliminate risks, if possible, and minimise those remaining to
acceptable levelsin order to reduce waste, in the form of harm and loss.

How is this achieved?

Risks must be assessed and prioritised.

Acceptable levels of risk need to be establishedby the organisation.

Risks exceeding acceptable levels need tde eliminated

If risks camot be eliminated, the level of risk must be minimised to acceptable limits and the

risks controlled

Controls must be monitored to ensure they are still effective

6. The occurrence of all risk-events, whether they result in loss or not, must be investigated to
determine causes new hazards, new controls orwhy existing controls failed.

PwnbhE

o

If all the steps above are implemented and carried out, this leads to a cycle of continuous
improvement, where it will be expected that risk -events will reduce along with loss and harm and an
organisation might expect to reduce waste and be more profitable.

However, risk management requires resources Apart from apathy, this is usually the constraint on
effective risk management systems. But limited resources is just one more risk to be managed with
controls to be implemented a nd monitor ed.

So far we have discussed what a risk is, # components and how to assess and prioritise risks. It is the
originator™ desponsibility to determine the level of risk that is acceptable taking into account
applicable legislation and codes of practice. This following section discusses how risks are eliminated
or minimised and how they are controlled.

Risk elimination = h azard elimination
The most certain way of elimination a risk is to eliminate its cause, the hazard. Kposure to risk is now

zero. This may be achieved bychanging plant or equipment or designing a new method of doing a
task. If a risk cannot be eliminated, and it exceeds what is acceptable, it must be minimised until the
risk is below the threshold considered acceptable.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Risk minimisation = controls
If a risk is not eliminated and is beyond an agreed acceptable limit the level of risk must be minimised

to the acceptable limit or below. Intended actions taken to minimise the risk are termed controls. The
term”™ | z | A7 z Wil diafiyeGniral,riskGiit a control is more an intention to control _ it may
notwork -z1 GA ad"i i " GW monitdrer ltoifstly Svigute thatahgyAlo thetjob they are
intended to achieve, and secondly that they continue working.

There are three types of controls specified by health and safety legislation for unacceptable risks that
cannot be eliminated, and they must be attempted in the following order :

1. Engineering controls
2. Administration controls
3. PPE Personalprotective equipment controls

An engineering control is usually a physical change to a hazard or the environment surrounding a
hazard that is designed to reduce the potential severity of harm or the likelihood of harm (including
exposure to the hazard). Either of these will reduce the risk. An example might be a barrier around
equipment or a guard that cannot be removed.

An administration control is a procedure to be implemented that reduces the likelihood of harm by
altering what is done or reducing the exposure to the hazard. Part of an administration control is how
it will be monitored and who is responsible. This type of control usually contains a set of
requirements that must be met.

It must be reinforced that the objective of an administration control is to minimise one specific risk by
minimising the chance of the risk-event occurring. Requirements should be specifically directed at this
aim. Quperfluous requirements, added in for other purpose s, will redirect attention from the purpose
of reducing this single risk.

PPE Controlsare the last type of control that should be used if all the higher controls do not reduce
the risk of harm to an acceptable level. They are almost an admission that the risk cannot be
controlled for some reason. PPE controls usually do not redice the likelihood of the risk event
occurring, they only reduce the likelihood or severity of harm _ after the event. This is why they are at
the bottom of the controls hierarchy.

If a PPE control is used, it should specify the type of personal protectiveequipment, how to use it, how
to check that it is in good order and what to do if it is not. It should say who is responsible for its use
and when it is to be serviced or replaced.

nN"i+&Ki yGl ¥© " WWzydqd | z0o Kz d+A o Ahree hphs okddnirold. lkalso GT +d + | A
allows the sharing of controls across multiple risks, so that if changes are needed to a control it only

has to be changed in one place and all risks that share the control will see those changed.As controls

are added or removed or changed in a risk, a log of changes is maintained in the risk.

Risk assessments-Raw and residual R
' 27 " 3y" 1 Gdq ¥ efdredady<ahpfs ark #pli€ldo rdmuce risk. It also reflects the maximum

level of risk if any controls that are subsequently added fail. It is the worst case scenario.
The residual risk assessment is fter all controls have been applied. This is the most optimistic level of

risk and is the level of risk left over assuming all controls work. This must be under the accepable
level for an organisation or legislation.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Severity

Deaurs freguent

5

Has occurred

4

Conald our

3

Likelihood

Uniilcaly

2

Improbabde

1
/] G"o6T "d

@C +

"bz0O+ dCzyd ACH

(vellow), after all controls are in place, assuming they all work.

Risk management is continuous improveme nt
No system is ever complete. Risk-events will occur, although at a diminishing rate. Riskevents that do

still occur, after the system has been bedded in will be to:

M New risks

1 Unidentified hazards
1 Missing controls
1

Controls that do not entirely work.

Ri srkegelta nage |

A fundamental part of risk management is recording and investigating these risk -event incidents,
whether or not they resulted in any harm (accidents), losses or nonlosses (incidents) to determine
which points above were responsible, and correcting missing risk components discovered. Conditions
may have changed or new staff may not have been trained sufficiently.

The occurrence ofrisk-events is an opportunity to improve the minimisation of organisational risk .
This is the process of risk management It is the process that leads to continuous improvement.

Converting from hazard to risk management i n

Important before converting:

SafetyLink™

1. Only the person identified in the company record under the H&S options as the system
administrator will see the menu option that allows the conversion process to be initiated.

2. Conversion Is a onetime, non-reversible process. Ensure the database has been backed up
before beginning (File / options / maintenance / backup data to zip file. Select start. After the

backup s+ W+ | A hz Az AC+

3 6A Gq

| zA

+qdd+l AG" W’

Eo+dAGz/

~ b AWz "

/A

Az

doAA

boA Ai +i7 +1 " bW+

Gr

z/ W

AC+

A

when converting.

Run the conversion
1. |l

nN"i +&i yG&l ¥

Risk management. Thisdisplays a window asking if you have backed up the database. Select

© 2017 Compliance Solutions Ltd
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NO if this has not yet been done or YES to continue if the database has been backed up(see
note 3 above).

Convert to Risk Management l ]

9 D ala backed up
[ ke

After the conversion has completed, the window below is shown.

Exit and Restart Required l ]

e Esit Safatplink® Risk Manages [Gold]

Reslat manualy to use itk management

cWGA N"i x Ailagi6 usihy your lbgin ID and password.

z06 Gl Kz nN"i +Ki yr@ormadl logih "adlipasswgrGl 6 1 z o
To complete the conversion each risk needs to be reviewed, a riskevent type selected and an
initial (raw) assessment made. The residual assessment and controls were copied from the
original hazard.

After logging in againyou willnotice KC+ ~ 1 Gd ¥ d" | "o6+d+1 A~ dxl o GEzxd |zl K
the hazards toolbar icon is now called risks and stats a risk tree where all risks may be accessed from.

le Edit FRegistry k Management Emer =¥~ 1 File Edit Registry |skh-1anag¢m Emergency T

«ﬁw'k.f\-ﬂ-ﬁf &f’ﬁ'.é&ﬂﬁ

Compary Staff Suppharz Equip. Library  Incidenks™H azards Compary  Staff Supphers Equp. Lbrary Incidenis

)

Change to toolbar icons

The Risk Management menu now looks like this
Risks
Hazards (risk managed)
Substances
Set hazards for job types
Set hazards for processes
Set hazards for tasks
Edit risk categories and harm types
Edit risk event types
Nz A+ d+] o GA+dq "T+ z| W 1 "bW+] Gi " odz+] ~"¢q Wz6G6l g
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Reviewing risks

IMPORTANT NOTE:

Before reviewing risks I is important to review the current risk rat ing method in use. The customisable
T GqTF T "AGI 6 4= ABeflectsGle rish thdtrix dsédpysthetorganisation and controls how
risks are assessed.(SeeTo review the current risk rating method  before continuing).

The conversion processtook each hazard and created a risk of harm resulting from a risk -event
causad from a hazard. As hazards were assessed originally for all types of risk events that they could
cause, this is howthey are after conversion too. The next step is to review each hazard and determine
the actual risk-events that it could cause.

Since eachtype of risk-event may be caused by multiple hazards- and each hazard may cause
multiple types of risk -events - there are two ways of viewing risks:

- From the Riskevent tree, showing hazards that can causeeach risk-event type

- From hazards, showing all the risk-event types they may cause

The risk tree - viewing how risk -events may be caused
Select the Riskicon from the toolbar or from the Risk management menu.

&3 Risk TREE = EOR 5=
Fiisk Category: | Health Salety & Envy - Search For [.Seerch | [ Qs |
Cutrerit Hode  Fanil Size B
»r | | 4 | [ < Show Hazards Show Contiols Expand Control Shiow Component Typss G Refresh
:;J Rk E vert Tupes

| B— 2EVENT [FROM NOT ASSESSED HAZARD)
—=j PEVEMT [FROM MOT SIGHIFICANT HAZARD)
#1r= PEVEMT [FRIOM SIGMIFICANT HAZARD)

Example of risktree (contracted) after conversion

The risktree forthe™ € £+ " WAC d™ i B &4 T~ A i°cBnains dll wsks @reated from existing
hazards during conversion. Three temporary risk-event types were created pecause hazard did not
identify risk-events before):

1 Non-assessed hazards> Event (from unassigned hazards)

1 Non-significant hazards -> Event (from not significant hazard)

1 Significant hazards-> Event (from significant hazard)

Navigating the risk tree i .
Expanding / contracting risk event types. b ¢ #" Kz =W A™Y| |Azz 11 £ | #Aveiit kh&wingthé Gd T
risks under each riskeven type.”>>"will and <<~ will also expand or contract a highlighted risk-event

type.

Normally risk-event types are shown with yellow background, with risks under the risk-event type, e.qg.
Fiay ELECTRIC SHUCE [otfitie

Bl El=civic Shock from Powes tool: [Fachoay) 31,00 /2018 | Bigk Ranking 60 - 30 [Low Rigk) Manage by routing

Check Show hazards ON to show hazards under the risk.
T ELECTHIC SHULF, [robhabE

SRR | l=cinc Shock inom Fowes bools [Fachony N1 ,ANH | ik Hanking BU -+ &) Low Hesk] Manaos b

2 Power tools [M] ##] Factory Blue fArea, Factory Green Area, Factony

Check Show Controls ON to show controls for the risk. If Expand contro/ sis ON the requirements
will be shown under each control.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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=Heae ELECTRIC SHOCE, [notifiable
:“;-ﬂ e Shock Inom Pewies bools [Facton A0/ 8 Risk Rarking B0 - 30 [Lew Rsk) Manage b i

55 Powees bools (M) W Factoay Bh..le Area, Factory Green &rea, Factory
=EHE [ﬂ.DH] Prewertion Of Electiocution Tool: And Leads [thared control)
1. lzolated fom eaith wath & vollage belwesn phase and earth condu
- I- 2 Waualy check cables and lead: for damage
P 3 Al connechions o the syslem propetly made and ae suilable plugs
» 4 Toolz and equpment regulary inepected by a competent peszon an
— 5 Mever plug in powed leads with wed hands

Control types are ENGineering, ADM inistration and PPE(personal protective equipment). A control is
a group of “requirements™that, taken together, control the reduction of risk. A risk may have several
controls.

Checking Show component types ON helps identify the types of risk components: risks (black on
red), hazards (black on white), controls (brown on green) and control requirements (brown on white)

E leckne: Shock hom Fower bools [Facton AN/ AA008 | Hisk E g Bl - ae by rovkne
B '!.: H-'-'\Zp'-'l.FiEI|1 7l F'nwer taalks [H] Ho] Fa:l:u].l Blue ﬂ.rea Facl:orp Eram frea, Factoy
[542) CONTROL: [ADM] Prevertion O Electiocution Taals And Leads [shared o
1. lzolated from earth with a voltage betvesan phase and earth comdul
2 Vizually check cables and lzads for damage
# 3 Al cornections o the syztem poperk made and are sukable phags
* 4 Tool: and eguipment regulaly inspected by a competent person an
¥ 5 Hever plug in power leads with wet hands

Double clicking the mouse on any risk component allows editing or changing it.

L4

To update a risk
Double click or change a risk from the risk tree.

Or double click or change a risk from a hazard.

’-eath Safety Enw Risk I ! FTMSETETTTE L T

-~ . -
RISK of this type of EVENT ¢ " Risk-event type Jen This HAZARD ( a thing o=~ " From this hazard )’]7

Blectric Shock & fom E| th%

("Possible ham for event type ] |’ RISK ASSESSMENT before cortrols (60) |HESIDL{AL with eantrels (30}
| Orvemide dll ault seventy

May result in harmAoss  Most lkelymemy

Blecirocution SF#:-:H:-' ’

Comilsiona 3. Madical / Hospital orlost t t
P N ElS St 5
\ Harm and severity
Most ikety severty = 3. Th
value fromrisk-event type
\ a i R . ;
[ Raw risk [ Residual risk
| Fisk assessment frequency assessment assessment

g (before any i {assuming all

CONTROLS (1o Minimise the Risk ) ]

Type Control name Shared Prevention Of Bectrocution Tools And Leads
AlM Prevertion Of Bectrocution Tools And Lea Mo. Requirsments 7 -
Contents of

1

2 Misually check cables and -.-.-_q_.is_l'u-"—'_ h|gh||ghted
-~ - 3 Al comneclipps t=t=—" !

4 Toolz and equipmert regulary nspeciad by 2 4 control's

E

CDHtrDl{E] selected Mever plug in power leads with wet hands -
s A requirements
to minimise the risk \_(req }. .

.

4 [ 2

i= Select/Re-select Cortrols | & Chenge Control Requirements | w0k | [3€ Cancsl

Example ofchanging or editing a risk (after the risk is completed)
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Select arisk-event type by clicking the drop button E] from a list of existing risk-events and pressing
the select button. New risk-event types may be added to the list. When a risk-type has been selected,
the types of harm that may result from the risk -type are automatically populated into possible harm
for event-type list, along with the severity of each type of harm.

The default severity level for the raw risk assessments is also shown. This may be thenost likely
harm severity, or average severity, or minimum or maximum severity, depending on an option in the
risk rating method set up and it is calculated from the types of harm or loss for the risk-event type,
and whether or not the risk -event type identifies the most likely type of harm. (Also see overriding the
default severity level below.)

From /when is a word that joins the risk-event type to the hazard. It is selected from a drop list or, if
Il £l £d4" 735 " " 1 £ xzi ] d"i b+ Ai A+| GI . ~iVvzd~ lziad" Ww
situation.

Select the hazard (that may cause the riskevent type) by clicking the drop button E] showing a list of
existing hazards and pressing the select button. New hazards may be addedbefore selecting.

Overrid e default severity is normally off for new risks but ON for risks that have been just converted.
OFF means use the default severity level for the RAW severity level (sedefault severity level above).
ON means a severity level will be selected manually as the RAW severity level for this risk.

Recommendation: It is better to use the default raw severity level calculated from the information in
the risk-event type. Asthe system improves, additional harm may be added to the risk-event type or
the most likely type of harm may change resulting in the automatic adjustment of all risk. If the RAW
severity level is overridden, every risk must be maintained manually.

Raw Risk assessment
A’raw” risk assessmentis before any controls are put in place to minimise risk. It reflects the worst

caselevel of risk, not controls or if one or more controls fail.

Select the RAW risk tah then set the following:
1 Severity . usethe default, or select by pressing the drop down button if overriding the
default.
1 Likelihood - select by pressing the drop down button.
1 Bxposure (if used) - select by pressing the drop down button.

The raw risk ranking, calculatedfrom settings in the risk rating method, identif ies the level of risk
priority, WHAT action needs to be taken and WHO is responsible. If the level of riskexceedsthat
acceptable, either by the organisation or from legislation, the hazard (may causethe risk-event) must
be eliminated. If the hazard is eliminated there is zero chance of anyone being exposed to the hazard,
hence zero chance of a riskevent to result in harm or loss.

If the hazard cannot be eliminated then risk exists through the chance of exposure to the hazard. If
the risk level is not acceptable it must be minimised until it becomes acceptable.

To add or remove controls in a risk
1 Press Select / Reselect controls,

1 Change the selection of controls by tagging or un -tagging currently selected controls in the
controls library (new controls may be added),
1 Pressreturn with changes to update controls in the risk. ( See using the controls library).

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Controls are how risk is minimised. The Health and Safety Act specifiesthe order that types of controls
must be applied to a risk.
1. Engineering controls , applied to the hazard.
2. Administration controls . sets of procedural requirements that, if effective, work together to
reduce risk.
3. PPE Controls the last type of control uses personal protective equipment, in conjunction
with procedural use requirements, to reduce risk.

Riskis reduced in one or more of these:
1 Redudng the exposure to the hazard
1 Redudng the likelihood the hazard will cause a risk-event
1 Reducing the likelihood that harm will result from the risk -event
1 Redudng the severity of possible lossharm resulting from a risk-event.

The control needs to specifically address these factors.Superfluous requirements in a control that are
not for the sp ecific purpose of reducing risk just get in the way of achieving the control™ ¢, zb S+ AGO+

Residual risk assessment
The residual risk is that remaining after all controls are in place, and assuming all controls will be

effective. This is the best possible risk assessment and is used to determine if thecontrolled or
residual risk meets legal and organisational acceptable levels If not, additional controls or changes to
the hazard will be required.

Select the residual risk tabthen set the following:
1 Severity . select by pressing the drop down button (generally this will be the same as the raw
risk severity unless there are engineering controls.
1 Likelihood - select by pressing the drop down button.
1 Bxposure (if used) - select by pressing the drop down button.

The residual riskrating (like the raw rating) is calculated based onsettings in the risk rating method
and is used to identify a residual risk group (set up in the risk rating method) . It saysWHAT action
needs to be taken and WHO is responsiblefor the residual risk.

Risk reassessment frequency
Select the reassessment fequency, a number and days, months or years that this risk needs to be

reassessed. The objective of reassessment is to ensure the original raw risk level has not changed and
that the controls are still effective in reducing risk to the residual risk level.

To save changes to a risk
Press OK to save changes to the risk or Cancel to quit without saving changes.

Risk assessment history
Every time the selection of controls for a risk is changed, or a new risk assessment made, any changes

arerecordedintherGd ¥~ ¢ "ddxdqddxl A CGgAzTi . o061 x7 " WWi KCx W" g/
Before exiting a changed risk a window opens showing asking for the assessor which is select by
pressing the drop button. Any notes may be edited.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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]
==

E= Risk Assessment Details

The nsk assasament has changed. Plaase verfy the assessment
date and person doing the asssessmeant

Assessment Date nnzan7 ]

&

Pesessed By:  Mary Black

Change Motes:

Admiristration contral Prevention Of Bectrocution Tools -
And Leads remaved

W OK

Example of risk recordig window

Adding or changing risk categories
From risk management mendu.

Ri srkkgeMa nagen

The conversion process createdone risk category called™ & +" WA C N " Allisks have be°placed
in this category under three temporary risk-event types. Later, other risk categries may be added for

~ 7

and environmental risks.

i Gl "1 1 G" Wetc, riskd\ifi regliired bt ,Goe the'moment , we will only deal with health, safety

The risk category determines who or what may be harmed and the type of harm or loss. Examples are
in the table below. This also means that harm types are added under each risk category and the level

of suffering (severity or consequences).

| Risk category Stake-holder Harm/loss
Health & safety risks Person Harm Injury/illness
Production / quality  risks Business Loss $ / customer
Financial risks Business Loss Reputation /
company / $
Public safety risks Person Harm / Injury / illness
loss /'$
Environmental risks Public / Harm / $ / reputation
government / loss
environment
Risk categories who suffers and the type of suffering (harm/loss)

Adding or changing risk -event types

Each converted hazard was fof all risk-events™ that may occur from the hazard so that is what the

conversion created as the riskevent for the

combined risks from the hazard.

You will need to edit each risk and select a riskevent type, or create one if does not yet exist. At first,
determining the risk -event type may be a bit difficult because we are not used to giving a name to the
thing we are trying to prevent from happenin g but, as you progress, this will become easier. To help,
the risk-events that the current Health and Safety At Work Act 2015 defines as Notifiable if they result
in a serious exposure to the riskis shown below.

Examples of event types(from Act)

Notifiable Y/N & section

‘ Risk Event Type . Exposure to a serious risk from

Escape of a substance Y S24.1(a)
Spillage of a substance Y S24.1(a)
Leakage of a substance Y S24.1(a)

© 2017 Compliance Solutions Ltd
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Implosion Y S24.1(b)
Explosion Y S24.1(b)
Fire Y S24.1(b)
Escape of gas or steam Y S24.1€)
Escape of a pressurised substance Y S24.1(d)
Electric shock Y S24.1.(e)
Fall or release from height of plant, substance, thing Y S24.1(f)
Collapse, overturning, failure, damage of  authorised plant Y S24.1¢)
Collapse, partial collapse of a structure Y S24.10)
Collapse, failure of excavation or shoring Y S24.1(i)
Inrush of water, mud or gas underground Y S24.1())
Interruption of main system of ventilation underground Y S24.1(k)
Collision between 2 vessels, capsize, inrush of water Y S24.1(])
Other incident declared by regulations Y S24.1(m)
Notifiable injury hon. .
Notifiable illness hon. _

Rsk events types that are~ | z A Gin 1Be Hedlth and Safety at Work Act 2015.

As risks are reviewed here will be other risk-event types that you may add for risks that are not
Notifiable, for example, bullyG1 6 *  d WG A d, /t is iporaht qot to cohride\rgk -event types with
the harm that may result from them . Forexample AC+ T Gd T =0+ A Ai Az =zi
one or more harm types: burns, shock, haemorrhage, fatality.Remember - ask the question: What is
the event that may happen that may result in harm or loss?

Fom the Risk managementmenu, select Edit risk event types and press Add
_or, from within a risk, press the drop down to select a riskevent type from the list. If necessary, a
new risk-event type may be added to the list by pressing Add.

= Risk Event Type Will Be Added =] B

Risk Event Type

Rizk Categorny: Heakh Safety & Env *

Rizk Event Type: Slip, Trip. Fall
Motifiable by Authority  Fleference In Ack: [ Uises Motify

Haim that may iezul from this gk event lvpe
Haiim / Lazs Type Corsequences  Maliliable

:EI Set Most Likel Ham//Loss i-*;;‘:j.'!@éjé}a':'i'ﬂi:"h’&i'rii'r'n'.i'ihi';' tick everd ype |

o 0K |3 Cancal |

Adding a new risk-event type

1 Select the risk category from the drop down button | "Health Safety & Env’
1 Enterthe name for the risk event-type (see above)

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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If the event is Notifiable under the Act, tick the box (optional)

For reference enter the section in the Act (optional)

If your business determines that this event-type is /nternally-notifiable, tick the box (optional).

Update all possible harm types that may result from this event type by pressing the button

(see below)

1 Set the most likely harm/loss type from the list by placing the cursor on it and pressing the
Set most likely harm/loss button. This will be used as the default for risks of this risk-event
type, unless it is overridden.

1 Press OK to save the changes

=A =4 =4 =4

Updating possible harm or loss typesfor a risk -event type (from the risk event -type)
Rather than having to selectthe harm and loss typesfor every risk, they are specified once in the risk-

event type, along with the most likely type of harm.

E= Poszible harm fer STip / Trip / Fall o[- E- | [
| Haim Types
Haimn Types
Conzequences Sewesity
B0 Abrasions 2 First Aad [ro bost bimee
JLAE e Z.First Aid [ro kost lime
B Culs 2.First Ad [no bost ime)
Fakality 5. Fatalky
Bl Fractue A Medical / Hospial o lost me
B0 Head Injry JMedical / Hospial or lost bme:
& Sprain 2 Firzt Aid oo bost tires)

.' lUse tagging buttons to select
| the types of harm/loss that are

|| applicable for this event type. |

W

/ o fdd A Change | wem Delete
| J
(1) %) )
ﬁ & Cloze with Quit, no
Show A3 T changes || changes

Window to select harm/loss types for risk-event type.

Tag / untag any harm types that may result from this risk-event type.

When finished, press Close wih changes.To cancel changes press Quit, no changes.
To add an additional harm type press Add

To update a harm type, select the harm / loss type and press hange

=A =4 =4 =4

Adding or changing harm types (from risk -event type harm/loss selection)
Harm types may be added from either a risk category or when selecting the types of harm or loss for

the risk-event type (as in the window above). Note that the harm/loss types will be set up for a
particular risk category. This means a set of health and safety harm/loss typescan be usedfor health
and safety and a different set for, say, production risks.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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B2 Harm Type Will Be Changed —
¥ g

Harm Type

Health Sabsty & Eree

" Press to select a .
HamLos: | e -~ default severity for
Nokisble i Act g......:-_--_-" ___this harm type from

%

—— | the company's risk

| et Consequences "*' rating method |

[ OF | A Cancel |

Editing a harm (or loss) type

Enter the name of the harm type
Select if the harm type is Notifiable in the Act (optional)
If Notifiable , enter the reference in the Act (optional)

=A =4 =4 =4

method. (See risk rating methods.)
1 Press OK to save the new or changed harm / loss type.

Ri sprkkgeMa nagen

Press the Set consequences / severity button to select a value from the compan S'risk rating

Note: changes to harm/loss types affect all risk-event types that refer to the harm type. For example, if
the severity of harm is changed it will change it in every risk where it is referenced, possibly altering

the raw (non-controlled) risk rating of the risk.

Adding or changing a hazard

From within a new risk being addead, press the hazard drop down button to show a list of hazards. To

add a new hazard press Add.

From the Risk management menu, select Hazard{risk managed) To add a hazard press the add
button or to change a hazard highlight the hazard and doubl/ e click or press change.

© 2017 Compliance Solutions Ltd 0800 438 674
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Hazard ID tab
E Change Hazard EIIEIIEI

Hazard ID

THE HAZARD [ a Thing or a Situation ] NOTE: Al tion is

required to allocate a Stalf Exposure
hazard to a workplace.

Descripti - »

Actions

Location

Date Identfied:  31/01/2016 B Factory Blue Area Lirks ta this Hazard
. Factom Green Area b
Department:  Fagtory Main Base Site Factory Red Area L Fhato

< [l

[

[EE Change Hazard's Locations ]

How are risks for this | i irolled? Additional hazard notes

9 Himinate | Minimise I
) Hazard Rizks

Risks for Hazard

Risk Ranking Event type Conseguer Likelihood Mext Assessment
40.High Electric Shock 20 2 10/02/2018
20 High | ExcessveMoige ... [ 20 [ 1 [

[-II Add Event type risk and Controls ] [A Change / Review Controls ] [- Delete ]

Hazard#t 17 Power tools [¢ 0Ok, ] [x Eancel]

Example of a hazard showing two risks

The hazard window for risk management is a little different from that for hazard management. Each
risk is assessed and managed separately so the hazard has no assessment detsilAny previous
assessments under hazard management will have been transferred to the first risk that was
established during conversion for the hazard.

The hazard name is required. This is a thing. or_ situation (coming together of things) that could
give rise to one of the risk-event types. The date identified should entered or selected using the date
selector button. It is important to record this in case you need proof of hazard identification. A
department may be selected (in the enterprise version the hazard department selected may alter
what hazards and risks a user can see). It is a legal requirement to sayow this hazard will be
controlled _ if it has been eliminated select Eliminate hazard otherwise select minimise risks

To where people may be exposed to the hazard
A list of workplaces and locations is shown on the right. This is where people may be exposed to the

c" "1 "I] bi dgxWxl KGl 6 " WGA =zi Wzl " KGzld N"i+KiyGl
AC+1 +i z1 = GA'Sdsohaajtieidwork ®éationsaderiified. To select the locations press

Change hazards locations, tag locations and return to the hazard with the changes. Each location will

be connected to a workplace so this will automatically show.

To add, change or delete risks in hazard
Press add event type risk and controls. Tochange or review a risk, highlight the risk and press change

/ review controls. To delete a risk entirely, highlight the risk and press delete. Note: if a risk is deleted
there will be no record left of the risk. Risks may also be deleted from the risk tree.

© 2017 Compliance Solutions Ltd 0800 438 674 www.cslnz.co.nz
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Staff exposure tab

Stalf Exposure [ Select the ways stall may be exposed lo this hazand ] Hazand I
Dong these Tazks Inwobved in these Processes Having thess Job Types Staff Exposune
-
Paitz Produchon E ngnessing Apprentice fuctions
hafelder

Lirk:z o thiz Hazard |
Pholo |

(Elndsadsblyenlinie)

Usng these Hazardow: Substances

= Update Task Links | 3= Update Process Links |

People may be exposed to this hazard from being in a location., doing tasks, being
imsalved in procasss, having a job type orusing hazardous subatances

4 k

i= Lpdate Substance Links ]

Hazard Staffand worker exposure tab

People are exposed torisks from a hazard because of what they do (tasks) things they are evolved in
(processes) the job they do (which is really processes and tasks)where they go to (locations) or the
hazardous materials they use (substances).

To update the selections of tasks, processes, job types or substances press the update button under
each list which shows a tablewith currently selected items already tagged and allows tagging or un -
tagging of items. After changes are complete press the return with changes button from the selection
list.

Actions tab
Hazard Actions / Engineering Controls Hazard |0 |
(Hazard Actions and Engneesing Controls Staff Expozue |

28/02/2017 Robert Erniz Chizck Al Power Tool Lead:

Links bo thiz Hazard
Eﬂungtﬁdim. E [=] ﬁ Phata |
Hazaid dction

Hazard: Fower toolz

Compleled Dabe Requred By 'Whom Bried Summary of Action | Actions

17
Briat Summary TR
Azzignment Details Completed Details
Date Bequred 25m02/2017 [l Dale: [
By'whom: Robert Enniz [&]  Bviwhom *
Department  Factany @
4 [ Repeat @ Marths Draws
‘fou may sz
action by 2 carl Comments
part of the hisig -
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Hazard actions tab showing an action

This tab is to record actions that need to be taken for the hazard. This may include engineering
actions that will become engineering controls after they are completed or anything else connected
with the hazard. Actions become part of the history of the hazard and may be required retrospectively
to show when and who took them. To add an action press the Add button, Actions may be completed

from here by updating the completed details or from the Actions toolbar icon.

Links to this hazard tab

Incidents and any health monitoring that was set up that is linked to this hazard will be shown in this

tab.

Photo tab

A photo or photo montage may be added by pressing the photo file name lookup button.
Gd KAz "

hZmp® . Cx Gl A+ AGz

Saving changes for a hazard

| C"1 6+ KCGd Kz

Pressthe OK button on the hazard to save it with any changes. Cancel will quit the hazard but any
changes to links from the hazard to other table will already have been changed and will not be

undone on cancel.

Using the controls library

The Controls library is entered from any risk by press/nd 1= Select/Reselect Controls |, Although controls for
all risks are stored in the controls library, only those selected for a particular risk or available for that

risk will be shown.

-

S
e

rCmmls available or owned by this risk

| risk (tagged) | |

I,.-‘fllzjuttuns to tagfuntad )
I,.-';r.\_cuntruls for this rislvc_/.

Iy
|I. .'l
|II.'I.
i
W

/
¥ ) B

Tag or Untag controls for this rsk

[k Acd Cortrol | [wm Delete Control |

Ciust, no

4 Cloen with
T changes | changes

L

Select Controls for Electric Shock from Powertools . .

= : ~— "Name of risk (risk-
o

\event from hazard) |

Prevention Of Hectrocution Tools And Leads

Locate contral:
Type Contral Name Shared Owned - - — |
PPE | Compac Notebook & 0. Haguirementa |
ADM Comect Use CF A Ladder 1 |solated from earth with a voltage between phase and sarth condud!
PPE | Ear Muffe 7] 2 Veualy check cables and leads for damage
FPE Face Mask =] ;3 Al connections to the system properdy made and are suitable plugs u
FPlE- Lathe Gloves i :'fll Tools and equipment regulary inspected by a compsatant parson anc
i ADM Prevention OF Electrcution Toolks And Leads ] /" |'5| Never plug in power leads with wet hands
\ LA
I:::'\ r I|I
i\ y

W - - - / . - - -

\ Y ., P . " ’ "

"' Control used by this | | List of requirements for /" Button to change

highlighted control

w

/A requirements of control |
f “ W,

| Change Regurements for cantrol

Shared controls may be seected for any nsk Cwned controls ane
exclusive to one gk, The kst on the left shows all shared controls and

those owned by this sk

KA

controls).

© 2017 Compliance Solutions Ltd
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Controls are all stored in one controls library and may be shared by multiple risks, if appropriate.
Requirements of a control need only be changed in one place and all risks sharing the control receive
the updated requirements.

Type Control Name Shared Cwned
PPE | Compac Motebook:
ADM| Comect Use OF A Ladder (=]
FPE | Ear Muffs
PPE | Face Mask =]

PPE | Lathe Gloves
B0 ADM| Pravention OF Blectrocution Toolks And Leads

Example above shows the controls library for a risk that has selected one shared control and one non
shared control (owned exclusively by the risk).

EI&

Selecting controls for a risk (from controls library)
On entering the controls library all currently selected controls for the risk will be shown as tagged.

Changes to this selection are made by using the tag / untag buttons. New controls may be added and
selected and untagged controls that are no longer required deleted. When all selection changes have
bxxl | zdAW+Ax|"” AV xdd "~ kWzdx GAC | C"I 6+xd~ Kz T Kol

Adding and updating a control ( from the controls library)
To add a new control press Add Control. To change an existing control, press Changerequirements

for control.

-

E Control Will Be Changed (Prevention Of Electrocution Tools And Leads) [E=]

I
|’Hnauh Sartety Env Control [ _~ Control name (required

Cortrol Mame (Requred) .~ —]  for shared controls)

Prevention Of Blectrdédion Tooh. ! 7] Share Cortrol A SHARED corirol may be used by mukiple
e fisks, Changes to the conftrol flaw 1o all nsks
Control Type: %\\\? sharing the control. A NON-shared control is
@ Administration Enginessing FPE :\:\\ far ome sk only
\\\*Jéheclvc to share control]
N Requirement (e.g. Do not run..)
. | Checklist Observation ( e .g Did not run._) . -uncheck to own a

1 Isolated from earth with a voltage betwaen phase and earth conductors not excesadir
[ lzolated from earth with a voltage between phase and earth conductors not exces
2 Visually check cables and leads for damage
B Visually checked cables and leads for damage
3 All connections 1o the system propery madewpd are sutable plugs usad
Bl All connections to the system ere properly mivde and are suitable plugs were used
4 Tools and equipment regularly inspected by a c:\h\‘{'\:cﬂ persan and tagged

control

B Tools and equipmentwere regularty inspected b\.-.\\ﬂq_r' ~
5 Mever plug in power leads with wet hands Y Requirements far the
\

[ Did nol plug in power leads with wel hands

control
. i
ICheck to share controll
/,1 -uncheck to own a
. /ff L control :

(P oK ][ Cance |

A completed control
The control name is required if the control may be shared by multiple risks, in which case, share

control ON will be checked. Checking share control off means this control may only be used by the
current risk. New controls have share control ON by default.
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This is a very powerful feature, however care must be exercised when changing shared controls For
example, if a nearmiss incident identifies a new requirement for the control to be effective, it is ad ded
to the control once. Each risk using this control also receives the new requirement, which will be
reflected in reports, checklists and safety requirements. However care must be taken when sharing a
control as you may not have access to all risks sharg the control due to your security. In general,
controls should be maintained by one person in an organisation representing the safety committee or
safety officer. Controls span across all sites and all users, they are organisation controlsif a control is
specific to one particular risk, share control should be set OFF

The control type may be Engineering (change to plant or equipment), Administration (if a procedure
must be followed) or PPE (if personal protective equipment is required). The Act requres controls to
be applied in the preceding order to reduce risk.

Every control has the specific objective of controlling some aspect of the risk. In order to achieve this
objective there will be one or more control/ requirement that, taken-all-together, make the control
effective. A control that is not 100% effective is not a control; it is a failed control which needs
attention. Each control requirement is focused on its part for control of risk . Ad-hoc and unnecessary
requirements that do not play a part only confuse. A large part of continuous improvement is
improving the requirements of controls, discovered as a result of investigating incidents, so the
control becomes increasingly more effective.

Evena PPE control usuallyneeds other behavioural requirements such as how to effectively use the
PPE, how to check its condition and when to replace it. Administration controls usually consist of a
series of requirements. Often these will be behavioural requirements expressed in terms of what is
expected.

Control requirements may be added, changed or deleted.

E Requirement will be Changed L - @
rCﬂrc-I requirement for Prevention Of Bectrocution Tools And Leads | What is reqired Igck speling on field
gl i
Requirement: (T =
Obsenvation:  Visually checked cables and leads for damage — What an observer woud |
What should have been abserved to satisfy the reguiement #e. past fensel™, N@ve seen if requirement
(wox | t 5:49PM,_ was met - 3 Cancel

"

Completed control requirement and observation

The requirement is what is required or expected to be done. The observation is what would have been
expected to have been seen if the requirement was met. Requirements are shown in risk controls and
observations in checklists for observers to use when checking requirements. The observation is usually
the past tense of the requirement. Note: Pressing the F7 key on an entry field anywhere in the
application checks spelling.

Risk rating method setup i - )
pC+t N" i £Ki yGl ¥ T1G4F 1" AGI 6 d+xAoA Gqd =WAT xd+xWi i
use by organisations and a few risk rating methods are provided with the application as samples.

However each organisation needs to set up their own based on the types of risks and whether the risk
management system is for health and safety only or will be used for other organisation risks such as
production, environmental, public safety or financial.

E)
I+

==
o>
p——

To seewhich risk rating method is being used currently
1 Select the Company toolbar item
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1 Select H&S Option tab

91  This shows the risk rating method in use, the default is #2. A new one may be selected using
the dropdown _ however do not change the current risk rating method reviewing it and
possibly making changes.

To review the current risk rating method
From the main menu, select File / Options / Risk rating methods. This shows a list of risk rating

methods available. The current risk rating method in use will be the one with the number specified in

ACx 1lzdA"1i Txlz7] ., N"izKiyGl ¥ Gl A" WWd ACT =z | Gii £1
2. The one marked 2 is the default. If a new risk rating system needs to be added give it a number

going backwards from 9, which will same confusion if the happen to install a no 3 during a software

update. CARE: If the risk rating method is changed, or modified substantially, all risks may need

to be reassessed.

Working from a r isk rating matrix
The risk rating system matrix is for levels of likelihood of loss against levels of the consequences of

that loss. Consequences usually range from insignificant to catastrophic. The matrix will be for all
categories of risk, health and safety, environmental, possibly production risks or financial risks, so the
meaning of catastrophic will vary depending on who suffers. One fatality is catastrophic for a worker
but for a large business catastrophic means the end of the business, so the meanings of levels of
consequence differ for different categories of risk. In the risk matrix below the meanings are italicised.

Take an example from Worksafe New Zealand:
htto.//www .worksafe.qovt. nz/worksafe/toolshead/safe-use-of-machinery-toolkit/assess-risk-rating -
table

Risk Rating Table
Consequences of injury or harm to health

A0 Catastrophic
extensive Fatalities
IFLiries

Likelihood of Moderate
Insignificant firsr aid and or
ne injuries medical
treatment

injury or harm to
health

Very likely
Likely
Moderate
Unlikely

Highly unlikely
(rare)

Extreme = immediate action

Risk matrix from Worksafe site

The first step is to work out what values to give to each of the 5 levels of likelihood and the 4 levels of

consequences and dedde how to combine the values to arrive at a numerical risk rating. There are

A>|z od,o"W Ki Axd =zi 17"16+d iz7 WGEGF+WGECzz| "I ]| 1zl dgxeo-
i . &1 WGI £V " ACx 1T GdTF 1" AGhe@wonseduentes @aié d o WA G A\

and |f Iogarlthmlc the values of likelihood and consequences are added (adding logarithmic humbers

is the same as multiplying linear numbers).

Step 1.z Give likelihood and consequences level numbers from smallest to highest.
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Risk Rating Table

Consequences of injury or harm to health

Likelihood of Moderate _
injury or harm 10 ,cignificant firsr 2id and or Ao Catastrophic

health P s il e,ﬂ-_-nsre
@ ! nt r

Very likely

Likely

Moderate

Unlikely

Highly unlike)
care) 1)

Extreme = immediate action

Sep 2 z Find a set of values for each level of likelihood and consequences that work in the matrix

Levels Conseguence

Likelihood Values
5 E (5500
4 20 E (2007
3 E {1500
2 E (100

1
Values for levels of likelihood and consequence that satisfy the risk rating matrix where risk rating =
(likelihood x consequences

Risk ratings are catulated as value of a level of likelihood times a value of a level of consequence.
Looking at the values obtained, it can be seen that they are not linear, each level increase more than
the last. This implies that the risk matrix is probably logarithmic and so a different set of values may be
obtained that are added instead of being multiplied.

Levels Conseguence

Likelihood Values
5 E (15)
4 E {12) E (20]
3 E {11} E (19)
2 E (18)

1
Values for levels of likelihood and consequence that satisfy the risk rating matrix where risk rating =
(likelihood + consequences (logarithmic scaling).

We seefrom above that the intention of the Worksafe risk matrix was to use logarithmic values for
likelihood and consequences adding smaller numbers rather than multiplying larger ones for the risk
rating. There are many solutions to a matrix such as this, anythat work for all combinations of
likelihood and consequences will do the job.

Step 3z Find the lower and upper values for each risk ranking level.

After deciding which matrix solution to use (either will do), the lowest and highest value for each of
the risk ranking levels needs to be noted.
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Using the first solution, the Low is 1, 3, Moderate 4, 10, High 11, 50 and Extreme 51 upwards to
the highest of 550. In this case risk rating is likelihood value x consequence value. Using the second
solution, Low is 1, 4, Moderate 5. 6, High 7_ 10 and Extreme 11 upwards to the highest of 23 and
risk rating is likelihood + consequences.

Adding or editing a risk rating method level.
From the main menu, select File / Options / Risk rating methods and press Add.

For this example we will use the Worksafe risk matrix and the values from the first solution above (but
the second set could equally be used).

Risk rating method - General tab
General || abels I/Severity rl_ikelihood ]/E:-:pcnsure ]/Hisk Rating & Actions

Brief Descnption of Method
Risk Rating Method ﬂ Consequences » Likelibood [Morkzate Risk Rating Matrix)

Risk Score Calculation

Rizk Score = Consequence * Likelihood

Operation Sign
@ * multiply T+ add
Severity to use for multiple harm Thiz option determines how to calculate
) ) n ! zeverty when there are multiple harm twpes with
@ Most likely (speclied) ~) Average _) Highest ) Lowest differing levels of severity. Harm types without a

zeventy are ignored for the calculation,

Risk rating method. General tab

Risk rating method is a unique number to ide ntify this method.

Brief description help identify the method in a list.

Hsk score calculation is multiply if using linear values for likelihood and consequences, i.e. risk rating
= likelihood value x consequences value; add if using logarithmic scales i.e. risk rating = likelihood +
consequences.

Severity to use for multiple harm K+ WWd, N" i £ Ki yGl ¥ Czy Kz | "Wl oW" K+ "
the risk-event type has previously been set up with possible types of harm. The default option is to

use the severity of the most likely type of harm, the most likely has been identified in the risk -event.
Failing that it will calculate and use the average severity of all the types of harm. The highest or lowest
severity value of any harm in the event-type may also be chosen. This saves having to make a decision
for every single risk, although this default may be overridden for any risk.
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Risk rating method - Labels tab

Gener*” Labels |Sevesity | Lkelhood |Esposue | Risk Rating & Actions

Severily

Sevarity Labal Consequence| Mumber of Lewels: 4
Likelihood

Likelhood Labet | jkalinood Mumbar of Levelz: 5
Exposure

Esposuie Labe Mumber of Levels 0
Hizk Hating

Frionity Label Flisk Farking Proiily Levels Used: 2

| Rizk Prionty Actionz and Responsbilties U sed

This tab sets up the labels and levels for severity, likelihood, exposure (if it is usefland the risk rating
and whether or not risk priority actions and responsibilities will be used (recommended).

Severity label is the name to be used for severity of loss or harm or injury. Sometimes, consequences

is used instead of severity. Also thenum ber of levels for severity needs to be specified. The

maximum is 7 but in this case 4.

Likelihood label is usually likelihood, but this may be changed. The number of Likelihood levels is

also required (maximum 7). In this case there are 5 levels.

Exposure label is the name for this aspect of likelihood. If total likelihood is to be separated into the

likelihood of 1 exposure times the total number of exposures to a hazard then specify the name for

Exposure and the number of levels of exposure (maximum 7) that exposure will be separated into. If
+WAzdol+ Gd Gl I Wo| x| YCxl dg+Wzl KGl & " 16T~ d WGEGT+WGEC:
levels to 0.

Priority label is the heading for the risk priority levels _ + 6 . yzy 1 GqF” dz| God Y GqT7F,
select the number of risk priority levels. If each priority level is to be associated with a set of words

that describes what action needs to be taken and who is responsible, tick Risk Priority and

Responsibilities used.

Risk rating method - Severity tab

General |Label” Sevesity lchlhl:u:-:I Exposure | Risk Rating & Actions
Consequence
Level Label Value
gLl i (o e |
2 IModesate [Frst aid, Med tealtment) 2
-3- I ajor [Esbersive mjuies] 20
= 4 - Caastiophic [Fataities) 50
-5- 0
-F - 0
7 0
Mote: Excessivaly long labels may overap data fields in windowss.

In this tab, the levels of severity (or consequences) is set up from level 1, the lowest level to however
many levels specified in the risk rating labels tab. Eachg + O+ 7 GA/  VghaBld b& brigf abid” b + W
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against each label isthe W+ O+ W~ ¢ ¢ # t@ken flémA the riék"midtzix. It is important to ensure the
values are accurate as these determine the risk ratings for all risks. For all unused levels, clear the label
and set the value to 0.

Likelihood tab

General | Label: chc'/'l;/-L"E"th lExpnch Risk Rating & Actions

Likalinood
Level Label Value
- 1 - e 1
2 = Unbloeky 2
- 3 - Moderale 3
- 4 - ke 4
- b — Ve kel n
-6 - a
T 0

Mote: Excessrvely long labels may overlap data fields inwindoes.

In this tab, the levels for likelihood is set up from level 1, the lowest level to however many levels
specified in the risk rating labels tab. Each/ikelihood W+ O+ W~ sfjoulifitSebrielind against each
label is the W+ O #kdlihapd value taken from the risk matrix. It is also important to ensu re the

values are accurate as these determine the risk ratings for all risks. For all unused levels, clear the label
and set the value to 0.

Risk rating method - Exposure tab

General | Labels [Sevesity | Lkebhog?” Exposuse |“is-c Rating & Actions

Level Label Yalue
-1-] 0
2 0
-3- 0
-4 - N
-K- i
-F- 0
7 0

Mote: Excessively long labels may overdap data fields inwindows.

In this tab, the levels for exposure are set up from level 1, the lowest levelto however many levels
specified in the risk rating labels tab. Eachexposure W+ O + W~ sijoulitfe ortel/ind against each
label is the W+ O £A@Bsgfe value. For all unused exposure levels, clear the label and set the value to
0. In the Worksafe exampk being used, the likelihood selected includes exposure so all exposure
levels have been cleared.
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Risk rating method - Risk rating and actions tab
|i.'i'l:nc|d Labels [Sevesity |chH'u:u:rd E"D'I'sljr/:i“ Rating & Actions ]

Risk Ranking _
Level Label Background Colour Low High g.ti0n ¢ Rezponzibility
1 - Low lé’- 1 Manape through conbnuous mprovement
- 2 — Medium Iz 4 10 Hﬂnﬂmﬂﬂlﬁ&ﬂﬂﬂsﬁilﬁlﬂtl Level Action Regquired |
-3 [HER |? 11 T4 Manage risks mmedishely
- 4 - Extreme |# % T50 Stop activily or process and report immedistely
5- @
G lé?'

7 2
Defauk repart column backgrmound shading colm | 4?_

Mote: Excessively long labels may overap data fields inwindows.

For each risk level used in the risk matrix:
1 Labelis the name for the level
1 Background colour may be selected using the colour popup button to the right of the label.
These are the level colour from the risk matrix.
1 LowisKCGd W+x0OxW ¢ dGl Gdoa
1 HighisKkCx Wx0O+xW ¢ CG6C+xdgAk VT GdF 1" AGlI o6, hZpe, d" Tz d:
thelevel' d, Wzy ¢CzoW| b+ KCzx AT +0Gzod Wx0xW ¢ CGoC. .
1 Action / responsibility is what action should be taken and who is responsible. This is used for
both raw risk assessment and residual risk assessments.
For any remaining unused levels (there is a maximum of ven), clear the label, low, high and action
responsibility fields.
A default report column background shading colour
colour picker popup button.

TGQF V" AGI 6

may be selected if you wish by pressing the

Power tools [17] Electric Shock  Mimimase ADMINISTRATION - Prevention OF Electrocution Tools And Leads
40 2 Low, *shared control™
—— R through 1. Isolated from earth with a voltage between phase and earth
[ Risk level " oatimons conductors not exceeding 230 volts )
backgrnund p improvemsnt 2. Visually check cables and lsads fuq__d.r""#

3. All connections to the system~" jpads and are suitshle phogs

. colour - ~ =
1 Tools snd | FiEpOIt cOluMN background L. se

tageed . shading colour

5. Never PHIE huepre——————

Task risks report extract showing use of risk rating level colaur (green for low risk) and report column
background shading colour (grey).

Saving the risk rating method
After all changes have been made to the risk rating method, press OK to save the changes. Cancel will

quit without saving changes.

Changing therisk r atingmethod t o use i n SafetylLink™
Press the Company toolbar item and press the H&S Options tab.

1 Use the Risk rating method dropdown button then select the new risk rating method.
1 Press the OK button to save the changes to the company record.

Risk Raling Method

Risk Rsting Method: 9 [&]

NOTE: F the Risk Hating Method iz
changed. all harards must be reassessed

Conzequences ¥ Likelihood MW orkzafe Rizk Rating Matrix]
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Important note: after changing the risk rating system, depending on what was changed, the
follow will need to be reviewed and possibly changed:
1 The severity (or consequence) value foreach harm in eachrisk category.
91 Allrisks may need to be reviewed to ensure charges to the risk rating method have not
changed the raw or residual risk rating levels.
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